
1 

Pipe Privacy Policy  
 

1 INTRODUCTION  

Thank you for your interest in our company and services. Data Privacy is an important topic for us. 

When you enter a relationship of any kind with us, you trust us with your information. The information 

set out in this document (from now on referred to as ‘the Privacy Policy’ or ‘the document’) is 

important. We recommend that you read this Privacy Policy carefully. We recommend that you read 

this document together with the Terms of Service. In the event of a conflict or inconsistency between 

the terms of this Privacy Policy and any other clauses from Terms of Service, the terms of this 

document shall prevail. For more information about the use of cookies or similar technologies, please 

refer to our Cookie Usage Policy.  

The purpose of this Privacy Policy is to explain, among other things, what personal data we process (, 

e.g., collect, use, share), why we process it, how we process it, your rights under the GDPR, and how 

you can exercise these rights. Because we process this kind of information (i.e., personal data), we act 

as a controller according to Data Protection Laws. Consequently, we are legally bound to inform you 

about how we process your personal data.  

Being fully aware that your personal information belongs to you, we do our utmost to store it safely 

and process it carefully. We do not provide information to third parties without informing you in 

accordance with Data Protection Laws. We do not make decisions based solely on automated 

processing, including profiling, decisions that produce legal effects concerning you or similarly affect 

you.  

By visiting the website, using our services, or interacting with us through any means or any 

communication channel (e.g., e-mail, phone, social media), you agree to this Privacy Policy. If you do 

not agree to the provisions described in this Privacy Policy, please do not use the services provided by 

Pipe.  

Pipe is a data controller under the GDPR for the processing of personal data of Customers. Each 

Customer using our services is a data controller for the end-user of the services. This Privacy Policy 

only covers data processing for which Pipe is a controller. If you have any questions regarding the 

processing of your personal data by our Customers when using our services, please contact them for 

this reason.  

 

2 DEFINITIONS 

1.1. ‘GDPR’ means REGULATION (EU) 2016/679 of The European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of personal data and on 

https://addpipe.com/terms
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the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation). 

1.2. ‘Controller’ or ‘Pipe’ or ‘we’ means PIPE SERVICES SRL, a Romanian company of nationality with 

registered office in Bucharest, șos. Colentina nr. 16, camera 1, bloc A2, etaj 4, ap. 31, sector 2, registered 

with the Trade Register in Bucharest under no. J40/15103/2015, with fiscal registration code 35318083.  

1.3. ‘Customer’ means any company or individual person other than Pipe who access or uses the Pipe’s 

services. 

1.4. ‘Customer solution’ means any Software solution (including application) used to integrate Pipe’s 

services. 

1.5. ‘Data subject’ means any identified or identifiable natural person whose data is processed by us as 

a controller, such as clients, potential clients, or website visitors.  

1.6. ‘Terms of Service’ means the consensual distance agreement between Customers or potential 

Customers and Pipe, without their simultaneous physical presence, regarding the purchase and use of 

the Services, subject to the legal provisions and contractual clauses for the online provision of Pipe’s 

services. 

1.7. ‘Services’ means the services provided by Pipe to Customers as described on the website and 

regulated by the Terms of Service of Pipe.  

1.8. ‘Platform’ means the set of servers and software through which the services presented and 

offered by Pipe are provided under the Terms of Service of Pipe.  

1.11. ‘Site’ or ‘Website’ means Pipe’s website with the domain https://addpipe.com/ and subdomains 

https://blog.addpipe.com, https://changelog.addpipe.com/ and https://dashboard.addpipe.com where 

Pipe presents the Services offered for performance and Customers may choose to purchase the 

services and to pay for them using one of the payment methods accepted by Pipe.  

1.12. ‘Data Protection Laws’ means all data protection regulations applicable to a party’s processing of 

Customer Data, including, where applicable, EU Data Protection Laws and non-EU Data Protection 

Laws. 

1.13. ‘EU Data Protection Laws’ means all data protection laws and regulations applicable to Europe, 

Including (i) Regulation 2016/679 of the European Parliament and of the Council on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data 

(General Data Protection Regulation) (‘GDPR’); (ii) Directive 2002/58/EC concerning the processing of 

personal data and the protection of privacy in the electronic communications sector; (iii) data 

protection laws of EU member states. 

1.14. ‘Processing’ means any operation or set of operations which is performed on personal data or on 

sets of personal data, whether or not by automated means, such as collection, recording, organization, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or 

destruction. 

https://addpipe.com/terms
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1.15. ‘Consent’ of the data subject means any freely given, specific, informed and unambiguous 

indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative 

action, signifies agreement to the processing of personal data relating to him or her. 

1.18. ‘Personal Data’ means any information relating to an identified or identifiable natural person 

(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in 

particular by reference to an identifier such as a name, an identification number, location data, an 

online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person.  

Other terms used in this document have the meaning given by the GDPR and other applicable legal 

provisions.  

3 OTHER SERVICES 

This Privacy Policy does not cover other third-party applications or websites that you can reach by 

accessing links on our website because these applications or websites are not under our control. We 

encourage you to read the Privacy Policy on any website and application before providing your 

personal data. 

4 WHO ARE WE? 

PIPE SERVICES SRL, a Romanian company with registered office in Bucharest, șos. Colentina nr. 16, 

camera 1, bloc A2, etaj 4, ap. 31, sector 2, registered with the Trade Register in Bucharest under no. 

J40/15103/2015, with fiscal registration code 35318083, e-mail contact@addpipe.com, is responsible for 

processing your personal data that we collect directly from you or from other sources.   

According to the law, our company is a data controller. Therefore, for your personal data to be 

processed safely, we have implemented reasonable and appropriate technical and organizational 

measures to protect your personal data.  

5 WHO ARE YOU?  

Under Data Protections Laws, you, the natural person who is the beneficiary of our services, the 

representative or contact person of a company that is our customer or potential customer, the 

website visitor or the person in any relationship with Pipe whose personal data are being processed, 

are a ‘data subject’ (i.e., an identified or identifiable natural person). In order to be completely 

transparent about data processing and to allow you to exercise your rights easily at any time, we have 

implemented measures to facilitate the exercise of rights. For more information, please refer to the 

sections 14 and 15 of this document. 

 

mailto:hello@addpipe.com
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6 OUR COMMITMENT 

Protecting your personal information is important to us. That is why we are committed to respecting 

European and national legislation on the protection of personal data, in particular GDPR and the 

following principles:  

✓ Lawfulness, fairness, and transparency  

We process your data legally and correctly. We are always transparent about the information we use, 

and you are informed accordingly.   

✓ You are in control  

According to the Data Protection Laws, we offer you the opportunity to review, modify, delete 

personal data you have shared with us and exercise your other legal rights. For more information 

about exercising your rights, please refer to sections 14 and 15 of this document. 

✓ Data integrity and purpose limitation  

We use the data only for the purposes described at the time of collection or for new purposes 

compatible with the original ones. In all cases, our purposes are consistent with the law. In addition, 

we take reasonable steps to ensure that personal data is accurate, complete and up-to-date.  

✓ Security  

We have implemented reasonable security measures for the processing of personal data in order to 

best protect your personal information. For more information, please refer to section 12 and Annex A 

of this document. However, please note that no website, application or internet connection is 

completely secure. 

7 CHANGES 

We may change this Privacy Policy at any time. All updates, information, and changes to this Privacy 

Policy are effective or at a later date specified in the updated Privacy Policy. The new Privacy Policy 

will be displayed on our website.  

 

8 YOUR INFORMATION PURPOSES. LEGAL BASES.  

 

When you browse our website, send us an email request or contact us in any other way and on any 

other communication channel, when you sign up, sign in or request a password change and when you 

subscribe to one of our paid plans or pay for our Services in any way, we might process the following 



5 

personal data, which we receive directly from you or from other sources, as explained in the table 

below.  

 
Categories* 

 

 
Purpose(s)* 

 
Legal basis(es) 

Account Data (name, e-mail, 
sign up ip & user agent, sign 
in sessions, ip & user agent, 
Google ID when using Sign 
In With Google, etc.) 

● for the purpose of creating an 
online account under which 
Pipe Services S.R.L. can provide 
products and services; 

● to communicate important 
information (account 
information, trial expiration, 
recording notifications, failed 
payments, invoices, links to 
invoices, password reset e-
mails); 

● for information security 
purposes; 

● for fraud prevention; 
● for identifying possible criminal 

acts. 

● processing is necessary for 
the performance of a 
contract to which the data 
subject is party or in order to 
take steps at the request of 
the data subject before 
entering into a contract – Art. 
6 (1) b) GDPR; 

● processing is necessary for 
the legitimate interests 
pursued by the controller or 
by a third party, except 
where such interests are 
overridden by the interests or 
fundamental rights and 
freedoms of the data subject 
which require protection of 
personal data – Art. 6 (1) f) 
GDPR 

Data Required for Billing 
(name, e-mail, country, 
address, payment method, 
last 4 digits of credit card, 
etc.) 

 

● for the performance of a 
contract to which you or your 
company are a party or in order 
to take steps at the request 
before entering into a contract; 

● for billing purposes; 
● for compliance with legal 

obligations; 

● processing is necessary for 
the performance of a 
contract to which the data 
subject is party or in order to 
take steps at the request of 
the data subject before 
entering into a contract – Art. 
6 (1) b) GDPR; 

● processing is necessary for 
compliance with a legal 
obligation to which the 
controller is subject – Art. 6 
(1) c GDPR; 

Data Used for E-mail 
Marketing (name, e-mail, 
Gravatar image) 

 

● for e-mail marketing (only if we 
have obtained your consent). 

 

● the data subject has given 
consent to the processing of 
his or her personal data for 
one or more specific 
purposes – Art. 6 (1) a) GDPR 
– (we rely on this legal basis 
only for e-mail marketing 
purposes). If you want to 
withdraw consent, see 
Section 13. 
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Customer Support Data 
(name, e-mail, country, IP, 
social accounts, etc.) 

 

● for offering sales & tech 
support 

 

● processing is necessary for 
the performance of a 
contract to which the data 
subject is party or in order to 
take steps at the request of 
the data subject before 
entering into a contract – Art. 
6 (1) b) GDPR; 

HTTP Access & Error Logs 
(IP, user agent, visits, etc.) 

 

● for information security 
purposes; 

● for fraud prevention; 
● for identifying possible criminal 

acts; 
● for the availability of our Site 

and network;  

● to identify and remedy 
problems on our Site. 

● processing is necessary for 
the legitimate interests 
pursued by the controller or 
by a third party, except 
where such interests are 
overridden by the interests or 
fundamental rights and 
freedoms of the data subject 
which require protection of 
personal data – Art. 6 (1) f) 
GDPR 

 
*Although we have made every possible effort to identify all personal data processed and purposes, please note that the above 

table is not exhaustive.   

 

Most of the information is collected directly from you (for example, by filling in a form on the Website). 

Generally, we process data as described above, but there may be situations where we collect data 

from third parties (i.e. partners, platforms).  

In addition to the information indicated above, we may collect the following information, depending 

on the circumstances:   

● How you interact with our website(s) (for example, information about how and when you visit 

our website or which device you use to access the Site). For more information, we invite you 

to read our Cookie Policy.   

● Information provided when filling in forms or questionnaires. 

● The content of messages sent through messaging and e-mail systems. 

If you make purchases through our partners, in certain situations, certain payment information (e.g., 

card data) will be processed. Generally, this information is processed by our partners. Therefore, we 

cannot read or access that kind of data, except some categories of personal data ( i.e., the payment 

method, last four digits o credit card number, country and e-mail).  

8.1 PURPOSES 

 

In addition to the purposes listed in the table in the previous section, we process personal data for the 

following purposes:  
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• To answer questions and requests and provide support to you; 

• For marketing purposes, but only if we have your prior consent or when there is a legal 

exception to obtaining consent; 

• To offer and improve the services we offer; 

• To diagnose or remedy technical problems; 

• To protect us from cyberattacks; 

• For account creation and maintenance; 

• To comply with the law (e.g., tax laws) 

• In the unlikely event of a dispute, for legal proceedings in a court.  

8.2 ADDITIONAL INFORMATION ABOUT THE PURPOSES 
 

(A) Registration as a user. If you decide to register as a user on our website, we must process your 

data to identify you as a user of this website and to give you access to its various functionalities or 

services available to you as a registered user. You can also log in through a Google account to register 

as a new user or log in. In this case, your login data and, you name and your e-mail address (if you 

accept this) will be imported from your Google account. In any case, we recommend that you check 

your privacy settings and read Google’s Privacy Policy.  

B) Improving services. If you use our services, we inform you that we will process your navigation data 

for analytical and statistical purposes, in order to understand how users interact with our Site, and 

therefore we can improve it.  

8.3 WHAT HAPPENS IF YOU ’DO NOT GIVE USYOUR PERSONAL DATA 
 

When we ask you to give your personal data in order to provide you access to certain website features 

or services, we will mark some fields as mandatory because this is the information we need to be able 

to provide you with that service or to give you access to that functionality.  

Please note that if you decide not to give us the mandatory information, you may not be able to 

complete your registration as a user or benefit from these services or functionalities.  

8.4 OTHER INFORMATION ON LEGAL BASES 

 

(A) Legitimate interest. If we use the legitimate interest, we carry out a legitimate interest analysis 

(i.e., balancing test) in order to balance our interest and your interests. If our interests prevail, we will 

use the legitimate interest. If your interests prevail, we will not use the legitimate interest, and if we 

fail to identify another correct legal basis, we will not carry out that processing activity. We currently 

use the legitimate interest for the data categories listed in the table in Section 8.  
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(b) Consent. Please note that consent is not mandatory, and we will only obtain your consent in 

situations where we have failed to use another legal basis. We currently use consent for e-mail 

marketing purposes only.  

(c) Vital interest. In the unlikely event of a medical emergency or other exceptional  circumstances, 

processing may be necessary to protect your vital or other individual’s interests.  

 

9 END-USERS DATA 

 

If you are an end-user of our services, this information is important to you.  

(A) Qualification under the GDPR. Under the GDPR, we are the processor, and we process the  end-

user's personal data only under the instructions issued by the controller.  

(B) Information. As we are a processor, it is not our responsibility to inform but the controller’s, so we 

recommend that you read the privacy policy of the controller processing your data (our customer). 

C) Consent. As we are a processor, it is not our responsibility to get consent but the controller’s, so we 

recommend that you address the data controller if you have any such requests.  

D) The exercise of rights under the GDPR. As we are a processor, it is not our responsibility to facilitate 

the exercise of your rights (but we will assist the controller in so far as we are bound by law or 

agreements), but this is the controller’s responsibility. Therefore, we recommend that you address the 

controller who is processing your data if you have a request to exercise a right under the GDPR.  

10 STORAGE PERIOD 

We only keep your personal data for as long as it is necessary to fulfil the purposes, but no longer 

than five years after the end of the contract (for customers) or after the last interaction with us (for 

other categories of data subjects).   

After the end of the period, personal data will be destroyed or erased from computer systems or 

transformed into anonymous data for scientific, historical, or statistical research purposes. 

Please note that we store the data for the period required by law in certain cases. 

The following table explains the storage period for different categories of records.  

 
Personal data categories 

 

 
Storage period 

 
Account Data 

(name, e-mail, sign up ip & user agent, sign in 

 
Up to 5 years 
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ip & user agent, Google ID when using Sign In 
With Google, etc.) 

 

 
Data Required for Billing 

(name, e-mail, country, address, payment 
method, last 4 digits of credit card, etc.) 

 

 
10 years according to the legislation 

 
Data Used for E-mail Marketing 

(name, e-mail, etc.) 
 

 
Until deleted by the user or a request to delete 

the information is received from the user. 

 
Customer Support Data 

(name, e-mail, country, ip,  social accounts, 
etc.) 

 

 
Up to 5 years 

 
HTTP Access & Error Logs  

(ip, user agent, referrer, etc.) 

 
Up to 6 months 

 

11 DATA TRANSFERS 

 

In compliance with applicable law, we may disclose your data to business partners or other third 

parties. We are constantly making reasonable efforts to ensure that these third parties have in place 

adequate protection and security measures. In addition, we have contractual terms with these third 

parties in order to protect your data. In these situations, we will ensure that any transfer is legitimate 

under the law.   

For example, we could provide your data to other companies, such as IT services providers (cloud, 

hosting, development, tech support platforms) or scheduling, telecommunications, accounting, 

legal services, subscription management, billing, invoicing, analytics, tech support, marketing and 

other third parties with which we have a contractual relationship. These third parties are selected 

with particular care so that your data is processed only for the purposes we indicate and according 

to security standards.  

We may share the data with other parties with your consent or under your instructions, such as when 

you exercise your right to data portability. 

We may transfer your personal information to the prosecution, police, courts and other competent 

state bodies within the limits of legal provisions and following specific requests. 

If we need to transfer your data to the above institutions or bodies, we will send you a new information 

note in advance regarding this transfer to the extent permitted by law. 



10 

11.1 INTERNATIONAL TRANSFERS 

 

The transfer of personal data to a third state can only occur if the state to which the transfer is 

intended ensures an adequate level of protection. 

The transfer of data to a state whose legislation does not provide for a level of protection at least 

equal to that provided by the General Data Protection Regulation is only possible if there are 

sufficient safeguards with regard to the protection of the fundamental rights of data subjects. We 

will establish these safeguards through contracts with service providers to which your personal data 

will be transferred. 

Some of our service providers are located outside the European Economic Area (EEA), so their 

processing of your personal data will involve a transfer of data outside the EEA. 

Every time we transfer your personal data outside the EEA, we will make sure that there is a similar 

level of protection through one of the following safeguard mechanisms: 

● We will transfer your personal data to countries where the European Commission has 

demonstrated that they provide an adequate level of security for personal data. When we turn 

to certain service providers, we will be able to use standard contractual clauses provided and 

approved by the European Commission which offer personal data the same protection as they 

have in Europe. For more details, click here. 

Please contact us at contact@addpipe.com if you need more information about the specific 

mechanism we use when transferring your personal data outside the EEA. 

 

12 DATA SECURITY 

We understand how important is the security of personal data, and we take the necessary measures 

to protect our customers and other natural persons whose data we process from unauthorized access 

to personal data, as well as from unauthorized modification, disclosure or destruction of the data we 

process in our day-to-day business. 

We have implemented the following technical and organizational measures for the security of 

personal data: 

a) Dedicated policies. We constantly adapt and review internal practices and policies for processing 

personal data (including physical and electronic security measures) to protect our systems from 

possible unauthorized access or other possible threats to their security. In addition, these policies are 

subject to constant checks to ensure that we comply with legal requirements and that the systems 

function correctly. 

b) Data minimization. We ensure that your personal data we process is limited to only those necessary, 

appropriate and relevant for the purposes stated in this Policy. 

https://ec.europa.eu/info/strategy/justice-and-fundamental-rights/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
mailto:dpo@addpipe.com
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c) Restricting access to data. We are trying to restrict as much as possible the access to the personal 

data we process to the minimum necessary: employees, collaborators and other individuals who need 

to access this data in order to process it and perform a service. Our partners and collaborators are 

subject to strict confidentiality obligations (either by contract or by law). 

(d) Specific technical measures. We use technologies that ensure the security of our customers’ data, 

always trying to implement the best data protection solutions. We also make regular data back-ups to 

be able to recover them in the event of a possible incident, and we have regular audit procedures in 

place regarding the security of the equipment used. However, no website, application or internet 

connection is completely secure and untouchable.  

e) Ensuring your data is accurate. Sometimes we may ask you to confirm the accuracy or timeliness of 

your data in order to be sure that they reflect reality. 

(f) Staff training. We constantly train and test our employees and collaborators regarding the 

legislation and best practices for protecting personal data.   

g) Anonymization of data. Whenever possible, we try as far as possible to anonymize/pseudonymize 

the personal data we process so that we can no longer identify the persons to which they refer. 

However, while we are constantly working to ensure the security of the data you entrust us with, we 

may also have less happy events where security incidents/breaches occur. In these cases, we will 

strictly follow the procedure for reporting and notifying security incidents and take all necessary steps 

to restore the situation to normal as soon as possible. 

 

13 DIRECT MARKETING 

 

We may use, according to data protection laws, direct marketing technologies using the collected 

information about you. We are now sending business e-mail messages (e-mail marketing) to those 

who have given prior consent. You may object to direct marketing and/or withdraw your consent at 

any time by following the opt-out instructions from each e-mail (‘unsubscribe’ or by submitting a 

request to do so on contact@addpipe.com.   
 

 

14 YOUR RIGHTS  

Your rights under the GDPR Regulation are as follows: 

(a) The right to be informed of the processing of your data.  

(b) The right of access to data. You have the right to obtain confirmation from us that personal data 

concerning you are being processed or not and, if so, to receive access to such data and to the 

information required by Article 15(1) GDPR. 

mailto:contact@addpipe.com
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(c) The right to rectify inaccurate or incomplete data. You have the right to obtain from us, without 

undue delay, the rectification of inaccurate personal data concerning you. 

(d) The right to erasure (‘right to be forgotten’). In the circumstances referred to in Article 17 GDPR, 

you have the right to request and obtain the deletion of personal data. The data subject can also delete 

his or her data directly from the Pipe services interface.  

e) The right to restriction of processing. In the cases referred to in Article 18 GDPR, you have the right 

to obtain from us a restriction of processing.  

f) The right to transfer the data to another controller (‘right to data portability’) in the cases referred 

to in Article 20 GDPR. 

g) The right to object to the processing of data. In the cases referred to in Article 21 GDPR, you have 

the right to object to the processing of data. 

h) In cases referred to in Article 22 GDPR, you have the right not to be subject to a decision based 

solely on automated processing, including profiling, which produces legal effects concerning you or 

similarly significantly affects you.  

i) The right to go to court for the defence of your rights and interests. 

(d) The right to lodge a complaint with a Supervisory Authority;  

Name National Authority for the Supervision of the Processing of Personal Data 

Address B-dul G-ral. Gheorghe Magheru nr. 28-30, Sector 1, postal code 010336, 

Bucharest, Romania 

Telephon

e: 

+40.318.059.211 or +40.318.059.212 

E-mail anspdcp@dataprotection.ro 

 

Please note that: 

(1) You may withdraw your consent for direct marketing at any time by following the unsubscribe 

instructions in each e-mail.  

(2) If you wish to exercise your rights, you may do so by sending a written request at 

contact@addpipe.com. 

(3) The rights listed above are not absolute. There are exceptions, which is why each request received 

will be examined in order to determine if your request is justified or not. In so far as the request is 

justified, we will facilitate the exercise of your rights. If the request is not justified, we will reject it. 

If we deny your request, we will inform you of the reasons for the denial, the rights to lodge a 

complaint with the Supervisory Authority, and the right to go to a court for defending your rights. 

(4) We will try to answer the request within one month. However, the time limit may be extended in 

the light of different aspects, such as the complexity of the request, the large number of applications 

received or the impossibility to identify you within a reasonable time. 

mailto:contact@addpipe.com
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(5) If we do our best, but we cannot identify you, and you do not provide us with any additional 

information to help us identify you, we are not obliged to answer the request. 

 

 

You can also find detailed explanations of your rights below. 

Rights Additional information 

Access to data You can ask us to: 
● confirm whether we process your personal data; 

● provide you with a copy of this data; 

● give you other information about your personal data, 

such as the data we have, what we use it for, to 

whom we disclose it, if we transfer it abroad and how 

we protect it, how long we keep it, what rights you 

have, how you can make a complaint, where we have 

obtained your data. 

Rectification You may ask us to fill in/modify your personal data to be 
consistent with reality. 

Right to erasure (‘right to be 
forgotten’) 

You may request us to delete your personal data, but only 
if: 

● they are no longer necessary for the purposes for 

which they were collected; or 

● you have withdrawn your consent (if the processing 

of the data is based on consent); or 

● you exercise a legal right to object; or 

● the data have been processed unlawfully; or 

● we have a legal obligation to do so. 

We are not obliged to comply with this request if the 
processing of your personal data is necessary for: 
 

● compliance with a legal obligation; or 

● for the establishment, exercise or defence of legal 

claims. 

as well as other circumstances, but these two are the most 
likely. 

Restriction of data processing You may ask us to restrict the processing of your personal 
data in the following cases: 
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● you challenge the accuracy of your personal data, 

but for a period that allows us to verify the accuracy 

of the data; 

● processing is illegal, and you do not consent to the 

deletion of personal data, but you ask us instead to 

restrict their processing; 

● we no longer need your personal data, but you ask 

us to give them to you for the establishment, 

exercise or defense of legal claims; 

● you object to the processing of your data, when the 

processing of personal data is intended for direct 

marketing, for the period during which there is an 

assessment of whether our legitimate rights prevail 

over yours. 

Data portability You may request us to send you the personal data related 
to you which you have provided to us in a structured, 
commonly used and machine-readable format, and you 
have the right to transmit this data to another controller in 
the following cases: 

● the processing relies on consent. 

● the processing is carried out by automated means. 

The objection You have the right to object to processing where: (a) 
processing is necessary for the performance of a task 
carried out in the public interest, (b) processing is necessary 
for the purposes of the legitimate interests pursued by us 
or a third party, including profiling based on those 
provisions.  
In such a case, we shall no longer process your personal 
data unless we demonstrate that we have legitimate and 
compelling reasons justifying the processing and which 
override the interests, rights and freedoms of the data 
subject or that the purpose is the establishment, exercise or 
defense of legal claims. 

Automated decision-making 
and Profiling 

You have the right not to be subject to a decision based 
solely on automated processing, including profiling, which 
produces legal effects concerning you or similarly 
significantly affects you. 
This right has certain limitations, namely: 

● the automated decision is required to conclude or 

perform a contract between you and us. 
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● the decision is authorized under Data Protection 

Laws. 

● we have your explicit consent to that. 

 

15 QUESTIONS, REQUESTS AND THE EXERCISE OF RIGHTS 

If you have any questions or concerns about the processing of your information or want to exercise 

your legal rights, or have any other privacy concerns, you can contact us at contact@addpipe.com. 

 

Last update: 9th March 2022 

 

Congratulations! You have reached the end. Thank you for taking the time to learn how we protect your 

personal data! 

 

  

mailto:dpo@addpipe.com
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ANNEX A 

 

Security measures 

 

✔ We only process a minimum amount of information related to you and your account. 

✔ Pipe account passwords are salted and hashed. If you lose your password, it can't be retrieved - it 

must be reset. 

✔ If you use a Google account to sign in we do not store a password. 

✔ When you update your authentication credentials (Pipe account password, Pipe account e-mail, 

Google account) all other signed in sessions of the same type are invalidated. 

✔ All authentication activity is saved in detail for auditing. 

✔ The Pipe account area (including but not limited to the sign in, sign up, reset password, list 

recordings, settings, account details pages) is served securely through an encrypted TLS connection. 

✔ Our database(s) is/are regularly backed up locally and off site. 

✔ Database data and backups are encrypted at rest. 

✔ External libraries loaded (JS, fonts, CSS) have been reduced to a minimum. 

✔ Data sent to our tech support tools is encrypted in transit. 
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